
Taking the Lead on Responsible Information Destruction 
 
Leaders look at the bigger picture and are willing to be the first to step up and take responsibility. These 
are the people most often responsible for positive growth and change in our workplace. Disrupting the 
status quo takes courage… And, frankly, not everyone greets change with enthusiasm. However, there 
are times when the status quo must be challenged before positive steps towards improvement can be 
taken. 
 
An example often seen in the information management industry is businesses, large and small, 
operating without a formal retention policy, or even a designated person in charge of the responsible 
destruction of electronic storage media and hard copy information. The law requires that formal policies 
and procedures be in place, and stepping forward with not just a concern, but a workable solution, 
means taking the lead in protecting your company from great legal and financial risk. 
 
It’s possible no one will thank you because nothing bad happened but, on the upside… Nothing bad will 
happen. 
 
A security breach can result in fines or other civil actions against your company and its officers, even jail 
time… And your company may never recover from the financial impact of a damaged reputation. If you 
failed to address potential problems or take reasonable precautions to protect the information of your 
company, employees, vendors and customers, you may lose your job as well. 
 
Responsible information destruction sounds difficult and complicated but there are really only four 
essential elements to any plan: 
 

1. Written policies and procedures 
2. A designated compliance officer responsible for implementation 
3. Training for employees 
4. Assets in place for the secure collection, storage, and destruction 

 
It sounds like a lot, but if you’re using a NAID certified vendor for the shredding and destruction of paper 
and electronic media, you’re halfway there. In fact, there’s a good chance you already have unwritten 
policies, as well, like “Shred anything with private information.” Do your employees know exactly what 
that means? If it hasn’t been defined, or written down, you’re not off the hook. Any piece of paper with 
a customer’s name and one other piece of information about that person; address, birth date, date of 
their appointment with you, anything… must be responsibly collected, stored and disposed of when no 
longer needed. Capture your policies in writing, designate an administrator for your plan, train your 
employees, and give them the tools they need to follow procedures. 
 
You probably already know whose area of responsibility under which this falls. Maybe it’s you. Why risk 
your personal and professional future? Create a destruction policy for your workplace. The best time to 
challenge the status quo is now, before something bad happens.  
 
 


